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DETAILED ACTION 

1 This action is responsive to the application filed July 3, 200 1 . 

Claims 1-15 have been submitted for examination. 

Claim Rejections - 35 USC §112 

2. The following is a quotation of the second paragraph of 35 U S C 1 1 2: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject mailer which the applicant regards as his invention. 

3 Claim 9 is rejected under 35 U.S.C. 1 1 2, second paragraph, as being indefinite for failing 
to particularly point out and distinctly claim the subject matter which applicant regards as the 
invention. 

Claim 9 recites the limitation "the memory" in line 8. There is insufficient antecedent 
basis for this limitation in the claim. This limitation is not described as to point out where it 
comes from or which previously recited element it pertains to; hence will be interpreted as a 
memory unspecific to any device. 

Claim Rejections - 35 USC$ 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not Ik- obtained though the invention is not identically disclosed or described as set forth in 
section 102 ol tins title, if the differences between the subject matter sought to be patented and the prior art are 
such that l ie subject mailer as a whole would have been obvious al the time the invention was made to a person 
bas ing ordinary skill m the art to which said subject matter pertains. Patentability shall not be neualived bvtlu- 
manner in which the invention was made. ' 0 

5. Claims 1-10, and 12-14 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over 
Cardoza , USPN: 5,630,049 (hereinafter Cardoza), in view of Mahler et al., USPN: 6,675,218 ( 
hereinafter Mahler). 
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As per claim 1, Cardoza discloses a computer-implemented method for debugging an 
server operating system kernel ( e.g. Fig. 1; target or server ... system - col. 4, lines 1-12) 
executing on a remote processing system that is coupled to a network, the kernel including a 
debugger control component ( e.g. col. 8, lines 42-52; col. 23, lines 8-24; col. 24, line 64 to col. 
25, line 1 4), and the system data processing including a network interface card (Ethernet card - 
col. 14, lines 1-1 1) and a debugger network component (e.g. device 55 - Fig. 3 A), comprising: 

detecting debugger messages received over the network (e.g. Fig 3A-B - Note: in a 
network session based communication scheme, detecting a message is inherent to such 
established session according to that scheme); 

directing the debugger messages to the debugger network component ( e.g. col. 9, lines 
16-37, Fig. 3A-B - Note: receiving messages and parsing fields of packet is equivalent to 
directing messages to a debugger network component to filter the packet type ); 

communicating the debugger messages from the debugger network component to the 
debugger control component in response to the messages ( e.g. col. 8, lines 1-41, Fig. 4; col. 27, 
lines 24-49). 

But Cardoza does not explicitly disclose that the network interface card implements a 
protocol stack, including the layers from physical to application layer. But in view of the 
protocol layer disclosed in conjunction with the TCP/IP connection type of network (e.g. col. 28, 
lines 23-34; col. 8, line 55 to col. 9, line 45), the network layers as organized in a OSl-like stack 
is suggested. In a method to use interface to communicate network messages for kernel 
debugging (e.g. col. 5, lines 26-49, col. .0, lines 5-44) analogous to the communication of debug 
commands by Cardoza, Mahler discloses a protocol stack for criteria matching and kernel 
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processing of messages (e.g. Fig. 2-4 ). It would have been obvious for one of ordinary skill in 
the a.1 at the time the invention was made to implement a kernel logic and network component at 
the server system by Cardoza so as to include therein a protocol stack as taught by Mahler ( and 
suggested by Cardoza) so as to be able to perform kernel debugging activities and message 
routing control such that packets coming from the internet medium can be differentiated and 
filtered according to the protocol layer (as suggested by Cardoza) involved and thereby render 
the kernel task of analyzing and processing of messages much more efficient, error-free and 
focused as suggested by Mahler's approach. 

As per claim 2, Cardoza in combination with Mahler teaches a debugger client system 
being coupled to the target system but does not explicitly disclose communicating client 
messages from the debugger control component to the debugger network component, then 
communicating from there to the protocol stack then from there to the client system. But in view 
of the communication established by Cardoza to communicate user's bi-directional messages for 
effecting kernel debug to be conducted to the target system according to the scheme of client 
originated debugger system (Fig. 1 -3; message to the host computer - col. 1 5, lines 4-9), these 
limitations are implicitly disclosed. 

As per claim 3, Cardoza discloses communicating non-debugger messages to a network 
interlace system (e.g. or a routine in the targe, operating system - col. 9, lines I I -30, col 1 0, 
lines 39-54 - Note: call back function in libraries matched by message fields .dentification and 
device specific information°can be routines other than those called for the debugger). 

As per claim 4, Cardoza does not explicitly disclose a port number; but official notice is 
taken that in a socket-based communication involving calls to effect remote procedures, the use 
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of a dedicated port for a particular process operating on such socket was a well-known concept in 
programming language at the time the invention was made, e.g. telnet port, file transfer port, CGI 
port. It would have been obvious for one of ordinary skill in the art at the time the invention was 
made to implement the connection between the host machine and the target machine such that 
the debugger network component therein is allotted a dedicated port as taught by known 
concepts because it would make it easy to track the communication link established on the port, 
thereby enabling logging of data and tracking of errors just from that single port link. 

As per claim 5, Cardoza (combined with Mahler) discloses TCP/IP stack (col 28, lines 

23-34). 

As per claim 6, Cardoza discloses saving debugger messages in memory of server 
processing system (e g. col. 21, lines 10-19). 

As per claim 7, Cardoza does not explicitly teach storing client messages from the 
debugger control component to memory of the server. However, the concept of building a 
message with a header for transmission across the internet ( re claim 5 for Cardoza's TCP/IP 
communication protocol) inherently requires a temporary storage of the message prior to have it 
package according to the internet medium and its protocol format, hence the limitation to store 
client message in the server memory for reformatting before transmission back to the host user 
machine is implicitly disclosed. 

As per claim 8, this claim is the apparatus claim of the method claim 1 and incorporates 
means for performing the same step limitations( i.e. detecting ; directing; communicating; 
performing) as recited therein; hence is rejected using the same corresponding rejections as set 
forth therein, respectively. 
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As per claim 9, Cardoza discloses a computing arrangement for debugging an operating 
system kernel in a server system that is coupled to a client system via a network, comprising: 

a processor to execute the O.S. kernel, the kernel including a debugger control 
component or DCC (e.g. col. 8, lines 42-52; col. 23, lines 8-24; col. 24, line 64 to col. 25, line 
14) and a networking subsystem component or NSC (e.g. device 55 - Fig. 3A), 

the DCC configured to perform debugging operations in response to debugger messages 
received (e g. col. 8, lines 1-19; Fig. 4; col. 27, lines 24-49), and the NSC to provide non- 
debugging messages to the kernel (col. 9, lines 1 1-30; col. 10, lines 39-54); 

a network interface circuit (NIC) arrangement coupled to the processor and a memory ( 
Fig. 2), the NIC arrangement configured with the network protocol (col. 8, line 55 to col. 9, line 
45) and a debugger network component (DNC), the debugger network component configured to 
communicate debugger messages to the debugger control component in the kernel (e.g. col 9, 
lines 16-37; Fig. 3A-B ). 

But Cardoza does not disclose that the network protocol used by the NIC arrangement 
comprises a protocol stack to detect debugger messages and direct messages to the DNC. But 
this limitation has been addressed in claim I using Mahler 

As per claim 10, refer to claim 2 for corresponding rejection. 

As per claims 12-13, refer to claims 4-5, respectively. 

As per claim 14, based on the teachings by Cardoza's ( combined with Mahler's) on 
using a TCP/IP stack to process messages from the host and back to the host, this claim is 
rejected using the same rationale as set forth in claim 2. 
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6 Claims 1 1 and 1 5 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Cardoza , USPN: 5,630,049, in view of Mahler et al., USPN: 6,675,21 8, as applied to claims 10 
and 14, further in view of Barrett et al., USPN: 5,935,262 ( hereinafter Barrett). 

As per claim 1 1 , Cardoza discloses writing messages to memory ( re claim 6) but does 
not teach a first shared memory interface and second memory interface coupled respectively with 
the DCC and the DNC, both interfaces configured to write debugger and client messages to a 
shared memory area. The use of shared memory in a paradigm wherein a host client system is 
interacting using communications via a network or bus interface arrangement or circuitry with a 
target device for remote debugging thereof was a known concept in the ail of debugging kernel 
and hardware/software emulation. Barrett, in a method to collect debug information from a 
target network device via an interface card, discloses a shared memory within the interface itself 
(e.g. col. 25, line 47 to col. 26, line 10; col. 30, lines 30-54, Fig. 23). It would have been 
obvious for one of ordinary skill in the ail at the time the invention was made to provide a shared 
memory accessible from within the interface arrangement as taught by Barrett so that it can 
provide writable interfaces to both the DCC and the DNC as disclosed by Cardoza so as to 
enable storing of debugger messages to (he shared memory The motivation would be that 
having information commonly available for access ( as in share storage) for debug analysis from 
the standpoint of the debugger control component as well as the network component as seen by 
the host client would enhance the bi-directional manner by which messages or program data as 
suggested by Cardoza can be accessed or stored thereby leading to fast adjustment and possibly 
exception handling by the host's administrative operations, i.e. enabling more dynamic 
controlling or time-efficient support of the debug as taught by Barrett. 
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As per claim 15, this claim corresponds to claim 1 1; hence is rejected using the rationale 
as set forth therein. 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

U.S. Pat No. 5,721 ,876 to Yu al., disclosing shared memory and protocol stack for kernel emulation and test. 
U.S. Pat No. 5,61 1 .044 to Lundcby et al., disclosing kernel tracking or events and filtering of SCSI events. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tuan A Vu whose telephone number is (703)305-7207. The 
examiner can normally be reached on 8AM-4:30PM/Mon-Fri. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kakali Chaki can be reached on (703)305-9662. 
Any response to this action should be mailed to: 
Commissioner of Patents and Trademarks 
Washington, D C. 20231 
or faxed to: 

(703) 872-9306 ( for formal communications intended for entry) 
or: (703) 746-8734 ( for informal or draft communications, please consult Examiner 
before using this number) 

Hand-delivered responses should be brought to Crystal Park II, 2121 Crystal Drive, 
Arlington VA. , 22202. 4 th Floor( Receptionist). 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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